
I.	 INTRODUCTION
Arbitration tends to work best when both parties buy into the process from the begin-
ning. Alternatively, the process often works poorly when one party feels that arbitra-
tion was imposed on them.1

In the commercial insurance context, arbitration can sometimes feel imposed, even to 
sophisticated policyholders.2 This comes about through mandatory arbitration clauses 
in form policies that are usually non-negotiable, and includes domestic, excess and 
surplus lines London and Bermuda policies.3 Also, policyholders may perceive ele-
ments of unfairness in the arbitration process created by such clauses.4 But arbitration 
does not have to be either imposed or unfair in the insurance context. There are cir-
cumstances where policyholders may actually want to be part of a confidential arbi-
tration, particularly when the dispute involves a core business process that has failed.5 
A policyholder may wish to avoid publicity over the presence or absence of insurance 
coverage for such a loss, and they may want confidentiality over documents and testi-
mony that pertain to that business failure. Cyber breach is a case in point.

In this Article, we will argue that policyholders should ask for an arbitration clause 
in their cyber policies and negotiate over the terms. We will also argue that insurers 
should offer more options in this space. In this regard, modular arbitration clauses can 
prove useful for both sides and lead to an effective dispute resolution mechanism for 
dealing with what may turn out to be a flood of cyber coverage disputes.6

We will start with a discussion of the principal objections policyholders often have to 
mandatory arbitration clauses. Then we will discuss why some of these objections may 
cut differently for policyholders with cyber risks. Finally, we will discuss some of the 
options the cyber insurance marketplace could offer.

II.	 POLICYHOLDER OBJECTIONS
The first policyholder objection concerns the fundamental nature of arbitration. Like 
other arbitrations, insurance arbitrations are decided by a private tribunal through a 
confidential process and produce (mostly) confidential results.7 There is no jury. There 
is no judge who will write and potentially publish an opinion. And there is only a lim-
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ited avenue for appeal on narrowly circumscribed 
grounds.8 Generally, there is also no media cover-
age.9

Policyholder lawyers have argued that confidenti-
ality gives the insurance company license to take 
more extreme positions than it would in court.10 
While there isn’t data to support or refute this 
assertion, it is an enduring policyholder concern.11 
In our experience, extreme positions are rarely 
rewarded, as arbitrators can get as frustrated as 
judges and juries do with overreaching. But there 
is no doubt that a public process creates leverage 
that usually benefits the policyholder.

For example, litigation risks of creating adverse 
precedent in a published opinion that may impact 
language that the insurer or even the insurance 
industry has used over and over is a significant 
piece of leverage that does not exist in arbitra-
tion.12 This “portfolio risk” is one of several ways in 
which policyholder lawyers may increase pressure 
on insurers to settle insurance coverage disputes.13 
Arbitration eliminates the risk. Each arbitration 
ruling stands on its own. Other arbitration panels 
will not know about the rulings and cannot cite to 
them as precedent.14

Second, policyholders may view the pool of poten-
tial insurance arbitrators as skewed toward those 
with significant insurance industry experience.15 
This can come about through specific require-
ments in the arbitration clause, i.e., specific educa-
tional, professional or occupational requirements.16 
It can also come about just through the arbitration 
selection process.17

In three-person panels, each side will pick an 
arbitrator they like, and the two chosen arbitra-
tors will pick a third person.18 Inevitably, the third 
person will likely have some connection with the 
industry and some inside knowledge that may be 
seen as a predisposition or bias.19 This may simply 
mean that arbitrators drawn from this pool are not 
likely to view a coverage dispute in the same way 
that a judge or jury or other non-insurance expert 
would.20 When coupled with the fact that insur-
ance companies are often repeat customers with 
insurance arbitrators, while policyholders usually 
are not, this may be a significant risk. While many 
policyholder lawyers are skilled at finding arbitra-

tors more likely to lean their way (policyholders are 
usually not repeat customers for arbitrators, but 
policyholder law firms are), this can be a difficult 
task, especially when arbitration clauses require 
arbitration in London or Bermuda, and the panel to 
comprise former insurance company executives, as 
some clauses do.21

Third, relief in an arbitration may be more limited 
than what can be obtained in court.22 This can be 
accomplished by limiting or eliminating the possi-
bility of recovering attorneys fees, limiting punitive 
damages, or interest on the amount in dispute.23 
Limiting relief can also be accomplished by limit-
ing the availability of extracontractual or bad faith 
damages24 or through a choice of law provision.25 
In these situations, insurers often choose New 
York law, which has been viewed specifically as 
insurer friendly for a long time, including on is-
sues concerning allowing policyholders to recover 
attorney’s fees and bad faith damages.26 From the 
perspective of affording leverage or increasing the 
risk to insurers, litigation provides more potential 
leverage for policyholders to bring to bear maxi-
mum risk to insurers.

Fourth, the rules of interpretation are often 
changed in the arbitration clause. Common law 
rules require interpretations in favor of the pol-
icyholder where there is ambiguity (contra pro-
ferentum). Arbitration clauses may be altered to 
allow for something closer to an interpretation 
that assumes equal bargaining power between the 
parties.27 In court, a tie goes to the policyholder.28 
In arbitration, a tie may go either way. Also, such 
clauses may limit the introduction of parole or 
extrinsic evidence to aid in policy interpretation, a 
tactic that can work in impacting the outcome.29

Fifth, in most arbitration clauses each party gen-
erally bears their own cost, at least initially.30 This 
means each party pays for arbitrator time.31 In a 
three-person panel, this means each party pays 
its own selected arbitrator as well as a portion of 
the umpire. For one-person arbitration, the sides 
will split the fees. To compound the problem, 
many arbitrations, particularly in London, have 
a loser-pays rule, so if the policyholder arbitrates 
and loses, it could be out of pocket quite a lot of 
money.32 The American court system, in contrast, is 
nearly free.33 Other than some minimal filing fees, 
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court personnel and juries are paid by tax dollars, 
and the “American Rule” prevents most fee shifting 
in litigation.34 So a policyholder faces significant 
potential expenses it otherwise would not face in 
court.35

Sixth, companies purchasing large limits through 
a tower made up of multiple insurers may face 
different arbitrations with different insurers at dif-
ferent levels, thereby having to litigate and reliti-
gate coverage as it moves up the tower, rather than 
having everything handled in a single consolidated 
lawsuit in court.36

In addition to all of these objections, additional 
evidence that arbitration clauses may be one-sided 
exists in the form of state statutes, in nearly half of 
the states, which forbid the use of mandatory arbi-
tration clauses in some or all insurance contracts.37 
These laws coexist with a strong federal policy in 
favor of arbitrating disputes, as codified in the Fed-
eral Arbitration Act, 9 U.S.C. sections 1–16 (2001), 
and state statutes in nearly every state making 
agreements to arbitrate future disputes valid.38 In 
the state of Washington, the Washington Supreme 
Court has held that mandatory arbitration clauses 
are unenforceable even in the excess and surplus 
lines market, where insurers are more lightly reg-
ulated.39 Given the risk of unenforceability, most 
insurers in the cyber context are resorting to some 
form of optional arbitration clause.

III.	WHY CYBER RISKS MAY
	 BE DIFFERENT

Litigation over ADR clauses in cyber policies is al-
ready happening.40 If one of the purposes of arbi-
tration is to obtain a more cost-effective resolution 
of a dispute, litigation over the dispute resolution 
method defeats that purpose and thereby defeats 
other purposes of arbitration as well.41 It may be 
useful to step back and consider the policyholder 
objections in the cyber context, particularly in the 
context of a marketplace that may be amenable to 
negotiation around arbitration clauses.

The first policyholder objection is the private and 
confidential nature of the process.42 There is no 
judge, no jury, only a limited avenue of appeal  
and no media coverage. Depending on the specific 
nature of the coverage dispute, these objections 

may actually benefit a cyber policyholder. Cyber 
coverage disputes could involve an exchange of 
sensitive or confidential information.43 There could 
be discovery about the cyber-defenses employed 
by the policyholder, including weaknesses in its 
systems.44 There could be discovery about due dil-
igence in choosing what systems to implement.45 
Also, the policyholder may not want to have media 
coverage about the extent of its available insurance 
when it is in the midst of dealing with defending 
a class action arising out of a breach.46 Nor would 
the policyholder want a public court ruling that its 
defenses are inadequate, or misrepresented, or not 
properly thought through, so the lack of a written 
ruling and the circumscribed appellate opportu-
nities might be welcome.47 Depending on the type 
of coverage defense asserted, discovery relevant to 
that issue could lead to the exchange of damaging 
information about internal processes and proce-
dures and cyber-defenses, adequacy of funding for 
cyber-defense, quality of decision-making process-
es and existence of other vulnerabilities in systems 
that the policyholder would not want documented 
in public court filings.48 Although this could poten-
tially be addressed in court filings under seal, that 
is still more risky than a truly confidential arbi-
tration process.49 Many hacks also lead to lengthy 
class action litigation. The class would be following 
any public insurance dispute with interest and 
looking for the opportunity to get at any infor-
mation exchanged in the insurance dispute that 
was not part of the discovery in the class action.50 
Sometimes, there are regulatory proceedings as 
well. Regulators also closely follow insurance cov-
erage action.51

Also, arbitration provides the policyholder with 
the opportunity to make some very creative argu-
ments that would not go over as well in court as 
they might to a sophisticated panel. Such consid-
erations would need to be weighed against the loss 
of leverage that happens in arbitration because 
the insurer no longer faces portfolio risk. If the 
arbitration is optional and the policyholder gets to 
choose, these objections may be considered and 
evaluated before arbitration is invoked.

The second policyholder objection is concerned 
with the pool of potential arbitrators. In the cyber 
security context, London and Bermuda arbitra-
tions, with their pool of highly technical arbitrators 



Why Arbitration Clauses May Make Sense in Cyber Insurance Policies  |  Page 4

with some distance from the U.S. litigation envi-
ronment, may be a plus. It is possible arbitrators 
may be more sympathetic to the nature of cyber 
risks and the challenges policyholders face in 
securing appropriate coverage and dealing compre-
hensively with the risks both from a cyber and a 
risk management perspective compared to judges 
and juries. The policyholder may want a level of 
expertise with both policy language and technical 
cyber issues in its decision makers.52 Cyber policies 
have not really hardened into standard forms yet, 
so there is little benefit to looking to court prec-
edents for rules of decision.53 And it seems that 
those cases that do get litigated usually lead to 
the policy form changing yet again, which limits 
the precedential value of those cases that do get 
decided.54

Also, when policy language is not yet standardized, 
it may help to have decision makers who read poli-
cies frequently and can compare how the language 
in cyber policies matches up to policies that have 
endured more testing and modified to adjust for 
lessons learned.

Similarly, judges and juries may have lower toler-
ance for flaws in cyber security approaches, even 
when just considering insurance coverage, but 
cyber experts may have a much better sense of the 
feasibility of preventing the kind of thing that hap-
pened from happening again based on technology 
as it existed at the time.55 In addition, it is possible 
to negotiate into the arbitration clause what any 
panel would look like.56 So, for example, it may be 
possible to insist on at least one arbitrator with 
corporate board experience who has been in a 
position to deal with cyber-related exposures and 
understand the trade-offs that are being made.57

The third and fourth objections do not change 
much in a cyber context. If the arbitration clause 
eliminates or reduces the policyholder’s ability to 
obtain attorney’s fees and/or bad faith damages in 
the event it prevails, this is a reduction of leverage 
for the policyholder.58 The only question here is 
whether keeping this leverage is worth the down-
side risks that go along with litigation, including 
loss of confidentiality, potential media exposure  
and possibly less sympathetic decision makers. 
Also, in a negotiable marketplace, there may be 
ways to deal with these issues. Perhaps insurers 

would consider including both attorney’s fees and 
bad faith damages to procedural protections, ade-
quate evidentiary standards and perhaps caps on 
punitive damages.59 And, of course, choice of law 
provisions can be negotiated and need not always 
be New York or other forums supportive of insur-
ance companies.

The fifth objection also presents no unique cyber 
considerations. The cost of arbitration plays out 
differently than litigation. If the arbitration is set 
up and conducted appropriately, the costs of arbi-
trators, while expensive, will be more than offset 
by the reduced spend on litigation.60 Even if the ar-
bitration is more expensive, the policyholder may 
be paying for a kind of expertise that ensures it 
will receive a fairer hearing and potentially a more 
sympathetic ear than it might get in court.61

The sixth objection also presents no unique cy-
ber circumstances. But given the flexibility in the 
marketplace, it would seem wise to discuss the 
possibility of all carriers in a tower signing on to an 
arbitration clause that provides for consolidation 
of arbitrations, at least as to common issues.

IV.	WHAT THE MARKETPLACE MAY BEAR
Given the potential that cyber policyholders may 
want an arbitration option and the likelihood that 
they will not want arbitration in all instances and 
certainly would not want it to be mandatory, what 
are some of the possibilities?

Many carriers already offer a limited optional arbi-
tration clause that requires both parties’ consent 
to move forward.62 Most of these clauses have a 
general reference to some existing set of arbitra-
tion rules, whether AAA, JAMS or others. This is 
helpful but may cause either side to try to game 
the incident and closely evaluate risks and rewards 
of either approach.63 If one side clearly wants an 
arbitration, the other may go the other way, sens-
ing that some advantage will be lost if it agrees.64

But arbitration clauses may involve a situation 
where a modular approach is preferable. By mod-
ular, we simply mean a clause with different 
elements that can be chosen and combined in 
different ways. There are lots of potential choices.65 
In terms of triggering arbitration, you can require 
both parties’ consent, or you can have one way 
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mandatory—this would give the policyholder the 
right to invoke and proceed with arbitration, and 
the insurer would have no right to object. In either 
case, the insurer gains from secrecy and confiden-
tiality, and avoids appeal and media; this may be 
sufficient for insurers to sign on to this approach. 
But depending on what other provisions are in the 
arbitration clause, the insurer may have additional 
reasons for liking this approach. Other choices in 
this modular approach could be a variety of choice 
of law options (including New York, the law of the 
policyholder’s principal place of business and other 
states with some nexus to insured operations); 
varieties of fee shifting and potential damage op-
tions, including bad faith subject to caps; different 
arbitrator requirements in terms of background 
and perhaps even fully neutral panels (as suggest-
ed under ARIAS neutral rules); and different rule 
and discovery options.66

V.	 CONCLUSION

The cyber market is broad and deep with lots of 
insurers, and pricing is relatively low compared to 
the risks.67 Competition is intense.68 Policyholders 
can and are negotiating policy language.69 Arbitra-
tion clauses should be a part of this discussion. 
Once you take away arbitration as an imposed 
concept and policyholders have the opportunity 
to view it as an option that may inure to its bene-
fit, the dialogue will be much different. Given the 
importance of cyber security to most businesses, 
the ongoing media coverage, published opinions 
and jury verdicts may not be what the C-suite 
wants. Even smaller companies may be harmed 
by continuing publicity around cyber attacks.70 
Consider this: You’ve been hacked. Regulators are 
coming your way. A class action may be filed at any 
moment. You are in internal crisis mode utilizing 
the services of a breach coach, and your teams are 
in high alert. Then you get a reservation of rights 
letter or a partial disclaimer from your insurance 
company, and your counsel tells you that you 
might also face a declaratory judgment action 
in federal court. If you don’t have an arbitration 
clause, would you want to try negotiating one now?

Better to have that option in place before a crisis 
happens.
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