[nsideCounse|.c

BUSINESS INSIGHTS FOR LAW DEPARTMENT LEADERS

February 19, 2013

0111

In 1986, in recognition of the economic
importance of protecting computers
from unauthorized access, Congress
passed the Computer Fraud and Abuse
Act (CFAA). The CFAA imposes crim-
inal liability on outsiders who access
computers to steal information or to
disrupt or destroy computer functional-
ity. In 1994, the CFAA was amended to
give computer owners the right to bring
a civil action, which requires proof that
a company has policies and practices
that restrict access.

In general, there are three types of
unauthorized access of concern to
companies:

1. A non-employee (a hacker) may

trespass into the system.

2. An employee may access a restrict-
ed zone or use information from a
permissible zone in an impermissible
manner, known as a “user exceeding
authorization.”

3. An unauthorized user may give ac-
cess to an authorized user, known as a
“permissive intrusion.”

Although a clear company policy
restricting access is important with
respect to each of these, it is especially
significant with respect to the third—
namely, a case of “permissive intru-
sion’—insofar as the absence of such
a policy might prove fatal to a CFAA

claim.

Examples of permissive intrusion are
all too easy to imagine. For instance,
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an employee who is traveling may need
information that is on the company
server, but may be unable to access the
server via the Internet from his loca-
tion. In such a situation, the employee
might call his wife and provide her with
his password, asking her to log in to his
account. Alternatively, a company might
provide a network password to a vendor,
allowing the vendor to obtain needed
specifications. Although these uses seem
perfectly innocent, problems could arise
if this permissive access can harm the
company. In that case, the company
would have to prove that the access,
though permissive, was not authorized

within the meaning of the CFAA.

The situation is made all the more
confusing because the CFAA does

not provide a definition of the phrase
“without authorization.” The 9th Circuit
has held that “a person uses a computer
‘without authorization’. .. when the
person has not received permission to
use the computer for any purpose . . . or
when the employer has rescinded per-
mission to access the computer and the
defendant uses the computer anyway.”
Whether this definition also applies to
the third type of unauthorized access—
the “permissive intruders”—requires us
to consider the law of agency.

Generally, an agency relationship ex-
ists when one person contracts to act
on behalf of another. Thus, when an
employee receives access to a computer
to further the interests of his employer,
the employee is an agent of the em-
ployer. The law of agency treats an act
of an agent as “unauthorized” if it is

beyond the express, implied or appar-
ent authority of the agent. Thus, the
company should set forth a clear policy
regarding the authority of its employees
to give access to company computers.
Such a policy should be included in
each employee’s employment contract.
Then, if an employee gives another
person access to company computers in
violation or in excess of what company
policy allows, that employee would be
regarded as acting outside of the scope
of his agency. In that case, the element
of “unauthorized access” of the CFAA
would be satisfied, because access that
an employee gives to an intruder outside
of the scope of agency would render the
authorization invalid under the general
law of agency.

Although the CFAA and its interpreta-
tion pose a number of legal issues, this
discussion underscores the importance
of one simple rule: Companies should
have a clearly stated, consistently
enforced policy prohibiting authorized
users from giving access to third parties
for any reason whatsoever.
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